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Topicos

Boot seguro UEFI

Cadeias de confianca

Implementacao no Debian

Processo de submissao do SHIM para distros derivadas
Como o usuario pode assumir o papel de CA
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0 que é o Boot Seguro?

e Funcionalidade desenvolvida pela Interface Unificada de
Firmware Extensivel (UEFI)

e Validacdo dos binarios no processo de boot

e Verificacao de assinaturas utilizando certificados
embarcados na maquina

e Mitigar vulnerabilidades em tempo de boot

e Garantia da integridade dos binarios
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Aplicacoes

e Anti-Malware
e Ameaca interna (coordenado com restricao acesso a
configuracao da UEFI)
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Processo de Boot

UEFI Boot Phases

- - Driver eXecution -
Security Phase Pre-EFl Init < Boot Device
« Initialize Static « Initialize Core = Discover |/O « Initialize UEFI * SHIM, GRUB, = Set up initial
Root of Trust for Root of Trust for buses, expansion system table, SysLinux, Boot filesystem,
Measurement Measurement components (e.g. boot manager, Manager for system modules,
(SRTM) (CRTM), CPU, RAID, NIC, apps (e.g. UEFI Windows, policies, drivers,
« Perform firmware chipset, RAM, USB), and device shell, UEFI rEFInd, and other and apps
integrity checks protocols, firmware config), network bootable binaries « Init OS runtime
handlers, built-in - Execute firmware connections, = Can directly boot environment and
devices modules remote kernels user experience
* Begin firmware- - Parallel management - Begin software- layer
controlled Secure execution for * Read bootable controlled Secure  + Kernel enforces
Boot speed EFI partitions Boot Secure Boot for

driver signing
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fonte: NSA - Secure Boot Customization


https://media.defense.gov/2020/Sep/15/2002497594/-1/-1/0/CTR-UEFI-Secure-Boot-Customization-UOO168873-20.PDF

Cadeia de Confianca - Certificados presentes na UEFI

Certificate Certificate Hash
: d Hash 7 Hash
Microsoft Microsoft Evil Superfish

Certificate Certificate Certificate
OEM OEM Microsoft

Production j Third-party o il Bootlooader
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fonte: Adaptado de NSA - Secure Boot Customization



https://media.defense.gov/2020/Sep/15/2002497594/-1/-1/0/CTR-UEFI-Secure-Boot-Customization-UOO168873-20.PDF

Abordagem do mundo GNU/Linux

Liberdade?

Possivel gargalo

Mundo gnu/linux se adapta
Debian 10 Buster
SHIM

MOK KERNEL
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shim

e Mini bootloader
e MOK (Machine Owner Key)
e SBAT (Secure Boot Advanced Targeting)

o Revogacdo baseada em numero de geracao
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shim - shat

shimx64.efi: formato do arquivo pei-x86-64

Conteudo da secao .sbatlevel:

86000 O0OOOLOO O8OOLOOO 37000000 73626174

86010 2c312c32 30323330 31323930 300a7368 ,1,2023012900.sh
86020 696d2c32 0a677275 622c330a 67727562 1im,2.grub,3.grub
86030 2e646562 69616e2c 340a0073 6261742c .debian,4..sbat,
86040 312c3230 32343031 30393030 0a736869 1,2024010900.shi
86050 6d2c340a 67727562 2c330a67 7275622e m,4.grub,3.grub.
86060 64656269 616e2c34 0a00 debian,4..

sbat,1,UEFI shim, sbat, 1,6 https://github.com/rhboot/shim/blob/main/SBAT.md
fwupd-efi,1, Firmware update daemon, fwupd-efi,1.4, https://github.com/fwupd/fwupd-efi
fwupd-efi.debian,1,Debian, fwupd,1:1.4-1, https://tracker.debian.org/pkg/fwupd
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Ordem de prioridade na verificacao do Boot seguro

\, DB No Match
P Allow Deny
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fonte: NSA - Secure Boot Customization



https://media.defense.gov/2020/Sep/15/2002497594/-1/-1/0/CTR-UEFI-Secure-Boot-Customization-UOO168873-20.PDF

Processo de submissao do shim para distros derivadas

e Permite cadeia de confianca propria

e Necessario passar por board de aprovacdo da comunidade do
shim

e A submissdo requer os binarios do shim, acompanhado de um
dockerfile para o build reprodutivel

e Necesséario preencher um formulario com diversos topicos

e Apds a aprovacao é necessario a submissdo para a CA
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Formulario de submissao

Principais caracteristicas:

Garantir a autenticidade da submissao

e Comprovar necessidade da distribuicdo ter a sua propria
cadeia de boot

e Compliance em relacao as diretrizes do boot seguro, como
por exemplo Kernel com parametros de lockdown e
sig_enforce

e Validade do certificado e método de armazenamento
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Formulario de submissao

Debian GNU/Linux 12 (bookworm) shim-16.1-2 x64 aarch64 and ia32 | aarch64

() Debian GNU/Linux 13 (trixie) shim-16.1-2 x64 and aarch64 | aarch64

- Debian GNU/Linux 14 (forky) shim-16.1-2 x64 and aarch64 | aarch64

A
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https://github.com/rhboot/shim-review

Como o usuario pode assumir o papel de CA

E possivel alterar os certificados presentes na UEFI:

e Opcao presente na proépria configuracdo da UEFI
e Ferramenta KeyTool presente no pacote efitools
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Como o usuario pode assumir o papel de CA
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Ferramentas importantes

e Assinatura de binarios .EFI
o sbsign presente no pacote sbsigntool
e Assinatura de médulos de kernel
o sign-file presente no source do kernel linux
e Verificar status do boot seguro
o mokutil --sb-state
e Verificar assinaturas de binarios
o sbverify —--list
e Inspecionar secdes dos binarios
o objdump
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Ferramentas importantes

grubx64.efi.signed: formato do arquivo pei-x86-64

Conteldo da secao .sbat:

28d000
28d016
28d020
28d0306
28d040
28d050
28d060
28d070
28d0806
28d090
28d0a6
28d0bo
28d0cO
28d0do
28d0ed
28dofe
28d100
28d110
28d120
28d130
28d140
28d150
28d160
28d170
28d180
28d196
28d1a0
28d1b6
28d1cO
28d1d0

73626174
696f6e2c
3a2f2f67
626674
61696e2f
2c352c46
2046675
2c322e31
772e676e
72652f67
6269616e
7562322c
75312c68
65722e64
672f6772
69616e31
72756232
3375312c
6b65722e
6b672f67
696d6167
6c2c6772
65623133
616c7361
67727562
2f626c6f
69616e2f
72652d62
7065696d
63680200

2c312c53
73626174
69746875
2736869
53424154
72656520
6e646174
322c6874
752e6f72
7275622fF
2c352c44
322e3132
74747073
65626961
7562320a
332c312c
2c322e31
68747470
64656269
72756232
652c322c
7562322c
75312c68
2e646562
2d746561
622f6d61
70617463
6f6f742f
6167652d
00000000

42415420
2c312c68
622e636f
6d2f626¢
2e6d640a
5366674
696f6e2c
7470733a
672f736f
0a677275
65626961
2d392b64
3a2f2f74
6e2e6f72
67727562
44656269
322d392b
733a2f2f
616e2e6f
0a677275
43616e6f
322e3132
74747073
69616e2e
6d2f6772
73746572
6865732f
6566692d
7368696d
00000000

56657273
74747073
6d2f7268
6f622f6d
67727562
77617265
67727562
2f2f7777
66747761
62226465
6e2c6772
65623133
7261636b
672f706b
22646562
616e2c67
64656231
74726163
7267270
62227065
6e696361
2d392b64
3a2f2f73
6f72672f
75622f2d
2646562
73656375
7573652d
2e706174
00000000

sbat,1,SBAT Vers
ion,sbat,1,https
://github.com/rh
boot/shim/blob/m
ain/SBAT.md.grub
,5,Free Software

Foundation,grub
,2.12,https://ww
w.gnu.org/softwa
re/grub/.grub.de
bian,5,Debian,gr
ub2,2.12-9+deb13
ul,https://track
er.debian.org/pk
g/grub2.grub.deb
ian13,1,Debian,g
rub2,2.12-9+deb1l
3ul,https://trac
ker.debian.org/p
kg/grub2.grub.pe
image,2,Canonica
1,g9rub2,2.12-9+d
eb13ul,https://s
alsa.debian.org/
grub-team/grub/-
/blob/master /deb
ian/patches/secu
re-boot/efi-use-
peimage-shim.pat

image signature 1issuers:
- J/CN=Debian Secure Boot CA
image signature certificates:
- subject: /CN=Debian Secure Boot Signer 2022 - grub2
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Referéncias

NSA - Secure boot customization

Shim-review

Rodsbooks

SecureBoot - Debian Wiki
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https://media.defense.gov/2020/Sep/15/2002497594/-1/-1/0/CTR-UEFI-Secure-Boot-Customization-UOO168873-20.PDF
https://github.com/rhboot/shim-review
https://www.rodsbooks.com/efi-bootloaders/
https://wiki.debian.org/SecureBoot
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